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THE HEARTBLEED
BUG

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste M an recover your files without
- our decryption service.

Payment will be raised on "
=Sl Can | Recover My Files?

- EaE R ".I - ? | | 5 SHE201T 00:AT:55 Sure.\\'eg\:mmmm s can recover all your files safely and easily

But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.
l = 3 But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
I Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

ijHow Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

J After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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RELEAE, SERSHREESEHMEFIE(Bug)

512002017 00:47:55

Time Left
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» CVE (Common Vulnerabilities & Exposures) 18 FHiwIRIKE
Web URL: https://cve.mitre.org/

> tRimt

> HEmi

> B&imit

> BTV FRIE

> YWEEHY (Double Free)

> BENES|A (Use after Free) ...... 4



https://cve.mitre.org/

0 | ##amR
teimil:

//;T’#ﬁnc1ude <stdio.h>
2 #include =string.h:=

~

S /2574

L

BFRERE
FRSREIREFMKR

RERE
(AAAA)

HUAXMIEBP
(AAAA)

iR [E]5BE
(AAAA)

(AAAA)

/

3 int main()
4 1
5 char *str = "AAAAAAAAAAAAAAAAAAAAAAAAA";
6 vulnfun(str);
7 return;
8 1
9 int wvulnfun(char #*str)
10 {
11 char stack[10];
12 strecpy(stack, str);
13 }
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////;/;inc1ude <windows.h=

4 1

2 #include =stdio.h=
3 1nt main()

HANDLE hHeap;

char *heap;

char str[] = "AAAAAAAAAAAAAAAAAAAAAMAAAAAMAMAAY;  // Ox2074)
hHeap = HeapCreate(HEAP_GENERATE_EXCEPTIONS, 0x1000, 0xf+ff);
heap = HeapAlloc(hHeap, 0, 0x10);

strcpyCheap, str);

HeapFree(hHeap, 0, heap):
HeapDestroy(hHeap);

/a1

/gD EUTE, o 0x10
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///;r #include <stdio.h=

2 int main()

301

4 unsigned short int a;
5 signed short int b;

(3 a = 50000;

7 b = 50000;

return 0;

h

ﬂ@m
[

printf("'n a = %d “t b = %d

unsigned short int

signed short int

BRI AE
FRSREIREFMKR

1jg@ubuntu: S gcc in.c
1jg@ubuntu: 5 ./a.out

a = 50800 b = -15536
1jq@ubuntu: s B

l

BESEE

0~65535
-32768~32767



W

0 | # iR

B FRTH

///I#inc1ude <stdio. h=

2 int main()

3 1

int a = 2;
double b =2.5;

char *str = "hello";

~

printf("a=%d,str=%s,b=%1d"n" ,a,str);

return 0;
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WEEREBY Double Free

&
2
3
4 1
5
b
7
8
9
10 }

-

#include =stdio.h=
#include =stdlib.h=

int main()

void *pl;
pl = malloc(100);

free(pl);
free(pl);

return 0;

~

BFRHEAS
ERSEETRYR

EBYEES| A Use after Free

////’l #include «<stdio.h=
2 #include =stdlib.h=

~

10 printf("bufil:%s%n" , bufl);

/

3 #include <string.h>

4 dnt main()

5 1

[ char #bufl;

7 bufl = (char #*) malloc(100);
3 free(bufl);

9 strncpy (bufl, "hack", 5);

11 return 0;
12 1}

/
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Static Analysis
Model Checking
Symbolic Execution
Taint Analysis

Fuzzing
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n Background

///;fdef rectangle():

varl

var3 =5
var4d = varl * var3

var7 int(var4)

return var7

input("Enter the first number:')

var2 = input('Enter the second number:"')

def reset():
var5 = var2 * 0

2
3
4
5
6
7
8
9
\\\i? return var5

/

B F R KE
FERS5EGFEIREYR
Sources Spread Sinks
varl —  var4 » | var7
var3 |
var2 > vard
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/ \ (1) Random: <x!=1, y!=2, z!=3>
1 void example(int x, int y, int z)

21 2) <x==1, y!=2, z!=3>

3 int cnt = 0;

if (x == 1) cnt++;

it (y == 2) cnt++; @ X. lay— 2,z!=3

4

5

[ if (z == 3) cnt++;

7 if (cnt == 3) bug(l);

\B} / 8 <x==1, y==2, z==3>

13
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> ERINTR A EBIEA TS Fuzzingfi AR

. ER: AR, RERSRAKS. BERAZ
. B BEET¥RE. RYERTAY. HEAZ

> KEFuzzingig X HIELZ LIS

 S&P (IEEE Symposium on Security and Privacy)

* CCS (ACM Conference on Computer and Communications Security )

* USENIX Security (Usenix Security Symposium)
* NDSS (ISOC Network and Distributed System Security Symposium )

RIS

> R, BER. A, EFAKLTF80%EMER 7RI
> MR AE): KRR R IAYIRIEEL S 2iRiRAY20%~25%
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///Ivoid test(char input[4]) {

int count =
if (input[0]
it (input[1]
if (input[2]
it (input[3]

if (cout ==

NN
—

0;

== '0')
== '0')
== "p")
== 's')
4) bug(1);

count++,
count++;
count++,
count++;

//bug 1s here

~

/

, 1
N 4 29 — =
input = “oops :> P=—— s

1

232
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BIR: BEE% (Genetic Algorithm) + B=% (Coverage) it

20



2624 BT RAS
m 5 R AR ERSEETRER

B BEEE (Genetic Algorithm) + ZB= | (Coverage) #it
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void test(char input[4]) {
int count = 0;
if (input[0] ==
1t (input[l] ==
if (input[2] ==

'GOO

if (input[3] == 's') count++;

") count++;
") count++;
") count++;

~

if (cout == 4) bug(l); //bug is here

/

Source Code

BFRE AT
FRSREIRESR

=EE% (Genetic Algorithm) + 8352 (Coverage) it

Statement Coverage:

input = “oops”

22
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void test(char input[4]) {
int count = 0;

if (input[0] == '0') count++;
if (input[1l] == '0') count++;
if (input[2] == "p') count++;
if (input[3] == 's') count++;

if (cout == 4) bug(l); //bug is here

~

/

Source Code

BFRE AT
FRSREIRESR

&j% (Genetic Algorithm) + BZ&= (Coverage) it

Branch Coverage:

input = “oops”
input = “abcd”

23
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a1 int count = 0;

if (input[0] =="0")
v
a
2
3
4
5
6
7

\ B2 | countt+;
v v

B3 |if (input[1]=="0")
¥

void test(char input[4]) {
int count = 0;

if (input[0] == '0') count++;

if (input[l] == '0') count++; B4 count++;

if Cinput[2] == "p') count++; v -
if (input[3] == 's') count++; B5 lf(inptﬂ[Z]‘“"p)

if (cout == 4) bug(l); //bug is here v
Q / B6 | count++;

¢ A\ 4
\jw if (1nput[3] ==s")

Edge Coverage: Control Flow Graph g count++,
: v
— (14 *9, _
mput= "o E> Bl-—B2 B9 | if (count == 4)
input = “a*” |:> B1->B3 B10 bug(ﬁ)

24
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a1 int count = 0;

if (input[0] =="0")
v
a
2
3
4
5
6
7

\ B2 | countt+;
v v

B3 |if (input[1]=="0")
¥

void test(char input[4]) {
int count = 0;

if (input[0] == '0') count++;

if (input[l] == '0') count++; B4 count++;

if Cinput[2] == "p') count++; v -
if (input[3] == 's') count++; B5 lf(inptﬂ[Z]‘“"p)

if (cout == 4) bug(l); //bug is here v
Q / B6 | count++;

¢ A\ 4
\jw if (1nput[3] ==s")

Path Coverage: Control Flow Graph Bg count++,

_ v
— ¢¢ 29 _> _> _>
input = “oops C> B1->B2->...->B10 B9 |if (count == 4)

input = “oopx”’ |:> Bl->...->B7->B9 B10 bug(ﬁ)
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. B (Coverage) @it + i=2{EEE (Genetic Algorithm)

T :

Monitor

4 N

] Target
Initial Seed ﬂ j—é Testcases Program LERTEALAT
Seeds Queue ] - S

Yes Has a \ e \ : ‘ U ‘
new Path? ‘ B

G

K& Fuzzing
AFL(American Fuzzy Lop)
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. B (Coverage) @it + i=2{EEE (Genetic Algorithm)

T :

Monitor

4 N

] Target
Initial Seed ﬂ j—é Testcases Program LERTEALAT
Seeds Queue ] - S

Yes Has a \ e \ : ‘ U ‘
new Path? ‘ B

G

K& Fuzzing
AFL(American Fuzzy Lop)
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Type Meaning Operators
copps Invert one or several consecutive bits in a test b%tfl?p /1,
bitflip case, where the stepover is 1 bit bitflip 2/1,
3¢ stepovers 1 bit. bitflip 4/1
. . bitfli
. Invert one or several consecutive bytes in a test TP 8/8,
byteflip case, where the stepover is 8 bits bitflip 16/8.
8¢ Slepover s & bils. bitflip 32/8
. . - . . ith ,
arithmetic  Perform addition and subtraction operations on z;th ?g? g
inc/dec one byte or several consecutive bytes. arith 32/8
. . - - i t t L]
interesting  Replace bytes in the test cases with hard-coded Tneres 8/8
values interesting values interest 16/8,
‘ - interest 32/8
user Overwrite or insert bytes in the test cases with  user (over),
extras user-provided tokens. user (insert)
auto Overwrite bytes in the test cases with tokensrec-  auto extras
extras ognized by AFL during bitflip 1/1. (over)
random Randomly select one byte of the test case and
random byte
bytes set the byte to a random value.
delete Randomly select several consecutive bytes and delete bytes
bytes delete them.
insert Randomly copy some bytes from a test case and insert bvtes
bytes insert them to another location in this test case. y
overwrite Randomly overwrite several consecutive bytes  overwrite
bytes in a test case. bytes
Splice two parts from two different test cases to
Cross over cross over

form a new test case.

28
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///Ivoid test(char input[4]) {

int count =
if (input[0]
it (input[1]
if (input[2]
it (input[3]

if (cout ==

NN
—

0;

== '0')
== '0')
== "p")
== 's')
4) bug(1);

count++,
count++;
count++,
count++;

//bug 1s here

~

/

input = “oops” :> PL =3 232
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Seed
Selection

Monitor

Strategy

Initial Seed
Fra—— | Mutaor >

Coverage Security

Seed Selection Strategy

AFLFast (CCS16) Low-frequency Paths FairFuzz (ASE18) Rare Branches
Vuzzer (NDSS17) Deeper Paths CollAFL (S&P18) More unvisited children
AFLGo (CCS17)  Closer Paths QTEP (FSE17) More bugs

SlowFuzz (CCS17) More Resources Consume EcoFuzz (USENIX Security20) Closer Paths
30
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Seed
Mutation
Strategy

Mutator

Coverage

Seed Mutation Strategy - Al

Skyfire (S&P17) PCSG (Probabilistic Context-Sensitive Grammar)
Neuzz (S&P19) Smooth NN Model + Gradient-guided Optimization
DeepFuzz (AAAIL9) Seq2Seq Model

MOPT (USENIX Security 19)  Particle Swarm Optimization
ILF (CCS19) Neural Networks to Learn Fuzzing Policy 31
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Seed

Mutation
Strat egy Monitor

Isnitgll II QS::I(}e Mutator
eeds |

Seed Mutation Strategy - Program Analysis

Vuzzer (NDSS17). FANS (USENIX Security20) Static Analysis and Fuzzing
QSYM (USENIX Securityl8) . Intriguer (CCS19) Symbolic Execution and Fuzzing
Angora (S&P18). GreyOne (USENIX Security20)  Taint Analysis and Fuzzing
ParmeSan (USENIX Security20) Sanitizer-guided Fuzzing

32
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y 7. Seed
@\\ Quene Mutator

Coverage

Coverage Metrics
AFLGo (CCS17)

Hawkeye (CCS18) :> Directed Fuzzing Target Specific Code

CAFL (USENIX Security21)

UnTracer (S&P19) Introduce to The Coverage Guidance Tracking
TortoiseFuzz (NDSS20) Introduce to The Coverage Accounting

33
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Isnitgll II QS::l(lle Mutator 9
eeds |

Program Under Test

FuzzGen (USENIX Security20) C/C++ Library WINNIE (NDSS21) Windows Program

HotFuzz (NDSS20) Java Library TLS-Attacker (CCS16) Network Protocol
EVMFuzzer (FSE19)  Ethereum Virtual Machine PGFuzz (NDSS21) Robotic Vehicles
HFL (NDSS20) Linux Kernel Squirrel (CCS20) DBMS

34
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Monitor

Target
Program Instrument

iti ) Seed a
Ismt:;ll | Queue Seed “ Mutator 9 Testcases
eeds S—

Yes Has a Q e tU‘
new Path? ’B -

Others

Evaluating Fuzz Testing (CCS18)

Fuzzing: On the Exponential Cost of Vulnerability Discovery (FSE20) Evaluation
Seed Selection for Successful Fuzzing (ISSTA21)

[JON (S&P20) Human and Fuzzing Cooperation

EnFuzz (USENIX Security19) Mutiple Fuzzers Cooperation 35
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